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Project Overview

• Title: SimpliFaiS: Simplification of Failure Scenarios for Machine Learning-enabled 
Autonomous Systems

• Duration: 30 months (Jan 2024 – June 2026)
• Funding: EPSRC (£370k)

• Team
• PI: Donghwan Shin (University of Sheffield, UK)

• Post-doc RA: Sanjeetha Pennada (University of Sheffield, UK)

• Academic collaborators: Gordon Fraser (University of Passau, Germany), 
Shin Yoo (KAIST, South Korea)

• Industry collaborator: Nam Hee Lee (SolutionLink, South Korea)
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Autonomous System?

An intelligent system designed to perceive and act on the surrounding physical 
environment and work for extended periods of time without human intervention.
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How to make it safer and more reliable?

Scenario-based testing
• Let’s consider a concise sequence of scenes, including actions and events, instead of a 

long and redundant natural driving environment.

For example, in the automotive domain:
• Scenario: a sequence of scenes usually including the automated driving system and its 

interactions in the process of driving.
• Scene: a snapshot of all entities (including the ADS, static entities, dynamic entities) and 

their relationships.
• Static entities: entities that do not experience state changes.

• E.g., roads, trees, buildings, traffic signs, parked vehicles.
• Dynamic entities: entities that experience state changes.

• E.g., moving vehicles, pedestrians, traffic lights.
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(Example Scenario) T-junction: Turn right without a traffic light

Ego vehicle



Overview of Scenario-based Testing
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Q. How can we effectively and efficiently generate (discover) critical scenarios?



Various Scenario Generation Approaches

See below for more details:
• Jian Sun, He Zhang, Huajun Zhou, Rongjie 

Yu, and Ye Tian. 2022. Scenario-Based Test 
Automation for Highly Automated Vehicles: 
A Review and Paving the Way for 
Systematic Safety Assurance. IEEE Trans. 
Intell. Transport. Syst. 23, 9 (September 
2022), 14088–14103. 
https://doi.org/10.1109/TITS.2021.3136353

• Xinhai Zhang, Jianbo Tao, Kaige Tan, Martin 
Törngren, José Manuel Gaspar Sánchez, 
Muhammad Rusyadi Ramli, Xin Tao, Magnus 
Gyllenhammar, Franz Wotawa, Naveen 
Mohan, Mihai Nica, and Hermann Felbinger. 
2023. Finding Critical Scenarios for 
Automated Driving Systems: A Systematic 
Mapping Study. IIEEE Trans. Software Eng. 
49, 3 (March 2023), 991–1026. 
https://doi.org/10.1109/TSE.2022.3170122

• Ziyuan Zhong, Yun Tang, Yuan Zhou, Vania 
de Oliveira Neves, Yang Liu, and Baishakhi 
Ray. 2021. A Survey on Scenario-Based 
Testing for Automated Driving Systems in 
High-Fidelity Simulation. Retrieved April 9, 
2023 from http://arxiv.org/abs/2112.00964

and so on…
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Failure scenarios found, and then?

• Given failure scenarios (i.e., scenarios that trigger the failure of the system under test), 
we need to investigate and understand them to identify the root causes of the 
failures.
• However, realistic failure scenarios are becoming more complex, making it more 

challenging to investigate and understand them.

• A failure scenario may have hundreds of static and dynamic entities.
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Let’s simplify failure scenarios automatically!



Problem Definition

For example,

 Input failure scenario = <car1, car2, …, building1, building2, …, traffic-sign1, …>

 Output simplified scenario = <car1, car2, traffic-sign1>, inducing the same failure as the input.
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For a given MLAS 𝑀, its failure scenario 𝑆 that includes a set of scenario entities, 
and the failure 𝐹 of 𝑀 induced by 𝑆, the problem of MLAS failure scenario 
simplification is to identify a simplified failure scenario 𝑆′ that includes the 
minimum set of scenario entities in 𝑆 while inducing 𝐹.

Definition 1. MLAS Failure Scenario Simplification



Key Challenges

• Multiple sets of scenario entities may induce the same failure, especially due to 
the nonlinear nature of ML models and their interactions.

• Too large problem space, considering all possible sets of scenario entities that might 
induce a given failure.

• No internal information is available since MLAS often contains ML components 
developed by 3rd parties.

• Long simulation times due to high-fidelity simulations required for testing MLAS in 
their application environments (e.g., driving).
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Research Vision

We can address the problem by carefully combining Search-Based Software 
Engineering (SBSE) and Surrogate-Assisted Optimisation (SAO).

• SBSE aims to identify near-optimal solutions using metaheuristics effectively. 

• SAO aims to reduce the cost of expensive fitness evaluations significantly.

• We already have successfully used the combination of SBSE and SAO for the 
problem of MLAS failure scenario generation*. 
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* Haq, Fitash Ul, Donghwan Shin, and Lionel Briand. "Efficient online testing for DNN-enabled systems using surrogate-assisted and many-objective optimization." 
2022 IEEE/ACM 44th International Conference on Software Engineering (ICSE). IEEE, 2022.



Overview of the proposed approach
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Ongoing Work

Implemented a framework for replay-with-modification based on CARLA (simulator).

Implemented a basic simplification algorithm (delta debugging) as a baseline.

Study candidate scenario representations and search operations (e.g., mutation). 
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Example simplification result using delta debugging 



Preliminary Results

Using CARLA (simulator) and TransFuser (ADS),

• Removing buildings does not affect the failure.

• In some scenarios, just switching the weather conditions affects the failure.

• In some scenarios, removing shadow affects the failure. 

Notice that the results are highly dependent on the specific ADS under test.

• Different ADSs would have different failures and sets of failure-inducing entities.
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Future Work

Initial setup

• Different failure scenarios, ADSs to test, and baseline approaches.

Search-based simplification

• Single-objective vs. Multi-objective

• Effective search operations (e.g., mutation, crossover)

• Predict the likelihood of inducing the same failure

Surrogate-assisted simplification

• Design surrogate models that mimic the simplification result

• Develop surrogate-assisted search techniques
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Summary
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