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Autonomous System?

An intelligent system designed to perceive and act on the surrounding physical
environment and work for extended periods of time without human intervention.
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How to make it safer and more reliable?

Scenario-based testing

» Let’s consider a concise sequence of scenes, including actions and events, instead of a
long and redundant natural driving environment.

For example, in the automotive domain:

* Scenario: a sequence of scenes usually including the automated driving system and its
interactions in the process of driving.

* Scene: a snapshot of all entities (including the ADS, static entities, dynamic entities) and
their relationships.

» Static entities: entities that do not experience state changes.
* E.g.,roads, trees, buildings, traffic signs, parked vehicles.

* Dynamic entities: entities that experience state changes.
* E.g., moving vehicles, pedestrians, traffic lights.



(Example Scenario) T-junction: Turn right without a traffic light
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Overview of Scenario-based Testing
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Q. How can we effectively and efficiently generate (discover) critical scenarios?



Various Scenario Generation Approaches
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ABSTRACT

With the recent advances of Deep Neural Networks (DNN) in real-
world applications, such as Automated Driving Systems (ADS) for
self-driving cars, ensuring the reliability and safety of such DNN-
enabled Systems emerges as a fundamental topic in software testing.
One of the essential testing phases of such DNN-enabled systems
is online testing, where the system under test is embedded into a
specific and often simulated application environment (e.g., a driving
environment) and tested in a closed-loop mode in interaction with
the environment. However, despite the importance of online testing
for detecting safety violations, automatically generating new and
diverse test data that lead to safety violations presents the follow-
ing challenges: (1) there can be many safety requirements to be
considered at the same time, (2) running a high-fidelity simulator
is often very computationally-intensive, and (3) the space of all
possible test data that may trigger safety violations is too large to
be exhaustively explored.

In this paper, we address the challenges by proposing a novel
approach, called SAMOTA (Surrogate-Assisted Many-Objective
Testing Approach), extending existing many-objective search al-
gorithms for test suite generation to efficiently utilize surrogate
models that mimic the simulator, but are much less expensive to
run. Empirical evaluation results on Pylot, an advanced ADS com-
posed of multiple DNNs, using CARLA, a high-fidelity driving
simulator, show that SAMOTA is significantly more effective and
efficient at detecting unknown safety requirement violations than
state-of-the-art many-objective test suite generation algorithms
and random search. In other words, SAMOTA appears to be a key
enabler technology for online testing in practice.

CCS CONCEPTS

« Software and its engineering — Empirical software valida-
tion; Search-based software engineering.
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Abstract—Deep Neural Networks (DNNs) have been widely
used to perform real-world tasks in cyber-physical systems such
as Autonomous Driving Systems (ADS). Ensuring the correct
behavior of such DNN-Enabled Systems (DES) is a crucial topic.
Online testing is one of the promising modes for testing such
systems with their application environments (simulated or real)
in a closed loop, taking into account the continuous interaction
between the systems and their environments. However, the
environmental variables (e.g., lighting conditions) that might
change during the systems’ operation in the real world, causing
the DES to violate requirements (safety, functional), are often
kept constant during the execution of an online test scenario due
to the two major challenges: (1) the space of all possible scenarios
to explore would become even larger if they changed and (2) there
are typically many requirements to test simultaneously.

In this paper, we present MORLOT (Many-Objective Rein-
forcement Learning for Online Testing), a novel online testing ap-
proach to address these chall by combining Reinforcement
Learning (RL) and many-objective search. MORLOT leverages
RL to incrementally generate sequences of environmental changes
while relying on many-objective search to determine the changes
so that they are more likely to achieve any of the uncovered
objectives. We empirically evaluate MORLOT using CARLA,
a high-fidelity simulator widely used for autonomous driving
research, integrated with Transf a DNN bled ADS for
end-to-end driving. The evaluation results show that MORLOT
is significantly more effective and efficient than alternatives with a
large effect size. In other words, MORLOT is a good option to test
DES with dynamically changing environments while accounting
for multiple safety requirements.

Index Terms—DNN Testing, Reinforcement learning, Many
objective search, Self-driving cars, Online testing

I. INTRODUCTION

Deep Neural Networks (DNNs) have been widely used
to nerform various tasks such as obiect classification [11

Donghwan Shin*
University of Sheffield
Sheffield, United Kingdom
d.shin@sheffield.ac.uk

Lionel C. Briand
University of Luxembourg
Luxembourg
University of Ottawa
Ottawa, Canada
lionel.briand @uni.lu

with other vehicles). Therefore, ensuring the correct behavior
of such DNN-Enabled Systems (DES) has emerged as a
fundamental problem of software testing.

Online testing [4] is one of the promising modes of DES
testing that accounts for the closed-loop interaction between
the DES under test and its environment. In online testing,
the DES under test is embedded into the application envi-
ronment (e.g., a simulated driving environment for ADS) and
is monitored to detect the violations of safety and functional
requirements during the closed-loop interaction. Such interac-
tion helps account for the accumulation of (possibly small)
errors over time, eventually leading to requirements violations
that often cannot be detected by offline testing [S]. As a
result, online testing has been actively applied in many testing
approaches recently [6, 7, 8, 9, 10].

However, existing online testing approaches for DES exhibit
at least one of two critical limitations. First, they do not
account for the fact that there are often many safety and
functional requirements, possibly independent of each other,
that must be considered together in practice. Though one
could simply repeat an existing test approach for individual
requirements, it is inefficient due to its inability to dynamically
distribute the test budget (e.g., time) over many requirements
according to the feasibility of requirements violations. For
example, if one of the requirements cannot be violated, the
pre-assigned budget for this requirement would simply be
wasted. Furthermore, dividing the limited test budget across
many requirements may result in too small a budget for
testing individual requirements thoroughly. Second, they do
not vary dynamic environmental elements, such as neighboring
vehicles and weather conditions, during test case (i.e., test
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Failure scenarios found, and then?

* Given failure scenarios (i.e., scenarios that trigger the failure of the system under test),
we need to investigate and understand them to identify the root causes of the
failures.

* However, realistic failure scenarios are becoming more complex, making it more
challenging to investigate and understand them.

 Afailure scenario may have hundreds of static and dynamic entities.

Let’s simplify failure scenarios automatically!




Problem Definition

Definition 1. MLAS Failure Scenario Simplification

For a given MLAS M, its failure scenario S that includes a set of scenario entities,
and the failure F of M induced by S, the problem of MLAS failure scenario
simplification is to identify a simplified failure scenario S’ that includes the

minimum set of scenario entities in S while inducing F.

-

For example,
Input failure scenario = <carl, car2, ..., buildingl, building2, ..., traffic-signi, .. .>

Output simplified scenario = <carl, car2, traffic-signl>, inducing the same failure as the input.



Key Challenges

* Multiple sets of scenario entities may induce the same failure, especially due to
the nonlinear nature of ML models and their interactions.

* Too large problem space, considering all possible sets of scenario entities that might
induce a given failure.

* No internal information is available since MLAS often contains ML components
developed by 3rd parties.

* Long simulation times due to high-fidelity simulations required for testing MLAS in
their application environments (e.g., driving).



Research Vision

We can address the problem by carefully combining Search-Based Software
Engineering (SBSE) and Surrogate-Assisted Optimisation (SAO).

* SBSE aims to identify near-optimal solutions using metaheuristics effectively.
* SAO aims to reduce the cost of expensive fitness evaluations significantly.

* We already have successfully used the combination of SBSE and SAO for the
problem of MLAS failure scenario generation’.

* Haq, Fitash Ul, Donghwan Shin, and Lionel Briand. "Efficient online testing for DNN-enabled systems using surrogate-assisted and many-objective optimization."
2022 IEEE/ACM 44th International Conference on Software Engineering (ICSE). IEEE, 2022.



Overview of the proposed approach

MLAS
Under Test

/_

Simulator

Domain-Agnostic MLAS Failure Scenario Simplification Tool

MLAS Failure Scenario Simplification Engine

Input (Original)
Failure Scenario

Simplified
Failure Scenario

Results DB failure is induced or not)

> Search using Best predicted Search using (Abstract Class)

: Simulations minimal scenarios Surrogate Models | | | Domain-Specific

: | Scenario Definition

! Current minimal 5 * ined -

: failure scenarios etter traine I

' + surrogate models :

: Y e I : (Abstract Class)

: ' = Simulation results . ~7 Domain-Specific

I Scenarlo Simlationi— (whether the same Generate : Constraints

Surrogate Models |

WP1

WP2

WP3

13



Ongoing Work

Implemented a framework for replay-with-modification based on CARLA (simulator).
Implemented a basic simplification algorithm (delta debugging) as a baseline.

Study candidate scenario representations and search operations (e.g., mutation).

Initial Test Input: [6624907388525486529, 5590853173915701067, 11595376130058892747, 11261989655324469416, 10827724883280509631, 18345568482389893230, 1580899482231826983, 1760263306195875
505, 12193930106007007199, 8965582157476607102, 2012950392265273169, 8202849075528332341, 6570133562374327036, 8588501765608435261, 3725429243769496776, 12942124512259043244, 4899373996816
986076, 7783727404168196753, 1601677913125771255, 4983866454221917867, 793883526509223864, 11096794554960802340, 18125725892881901402, 9314362118298296807, 10311091484298245286, 1240570754
4884411272, 14597101749787311194, 1437529571490662170, 160167791312577125, 12317005202958092029, 2630081664371749371, 2795511079265638899, 17619596962267012938, 12253574462247490343, 37095
60905934411224, 97, 98, 99, 1ee, 73, 72, 71, 70, 69, 68, 61, 50, 40, 24, 26, 25, 27, 130, 456, 440, 305, 301, 347, 122, 165, 166, 211, 212, 215, 217, 218, 242, 243, 244, 312, 323, 334, 344
, 343, 345, 162, 163, 164, 241, 306, 307, 346, 'rain', 'fog', 'cloudy', 'night', 'Bike', 'Pedestrian', 'Four NPCs']

Step | Subsequence | Error Triggered

[68, 61, 50, 40, 24, 26, 25, 27, 130, 456, 440, 305, 301, 347, 122, 165, 166, 211, 212, 215, 217, 218, 242, 243, 244, 312, 323, 334, 344, 343, 345, 162, 163, 164, 241, 306, 307, 34
'fog', 'cloudy', 'night', 'Bike', 'Pedestrian', 'Four NPCs']| PASS

[242, 243, 244, 312, 323, 334, 344, 343, 345, 162, 163, 164, 241, 306, 307, 346, 'rain', 'fog', 'cloudy', 'night', 'Bike', 'Pedestrian', 'Four NPCs']| PASS

[164, 241, 306, 307, 346, 'rain', 'fog', 'cloudy', 'night', 'Bike', 'Pedestrian', 'Four NPCs']| PASS

['fog', 'cloudy', 'night', 'Bike', 'Pedestrian', 'Four NPCs']| PASS

['Bike', 'Pedestrian', 'Four NPCs'] | FAIL

['fog', 'cloudy', 'night'] | FAIL

['cloudy', 'night', 'Bike', 'Pedestrian', 'Four NPCs']| PASS

['night', 'Bike', 'Pedestrian', 'Four NPCs']| PASS

['Pedestrian', 'Four NPCs'] | FAIL

['night', 'Bike'] | FAIL

['Bike', 'Pedestrian', 'Four NPCs'] | FAIL

['night', 'Pedestrian', 'Four NPCs'] | PASS

['Pedestrian', 'Four NPCs'] | FAIL

['night', 'Four NPCs'] | PASS

['Four NPCs'] |

o s Example simplification result using delta debugging

failure-inducing input: ['night', 'Four NPCs']




Preliminary Results

Using CARLA (simulator) and TransFuser (ADS),
* Removing buildings does not affect the failure.
* In some scenarios, just switching the weather conditions affects the failure.

* In some scenarios, removing shadow affects the failure.

Notice that the results are highly dependent on the specific ADS under test.

 Different ADSs would have different failures and sets of failure-inducing entities.



Future Work

Initial setup

 Different failure scenarios, ADSs to test, and baseline approaches.
Search-based simplification

* Single-objective vs. Multi-objective

 Effective search operations (e.g., mutation, crossover)

* Predict the likelihood of inducing the same failure
Surrogate-assisted simplification

* Design surrogate models that mimic the simplification result

* Develop surrogate-assisted search techniques



Summary

Overview of Scenario-based Testing
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Problem Definition

Definition 1. MLAS Failure Scenario Simplification

For a given MLAS M, its failure scenario S that includes a set of scenario entities,
and the failure F of M induced by S, the problem of MLAS failure scenario
simplification is to identify a simplified failure scenario S’ that includes the
minimum set of scenario entities in S while inducing F.

Forexample,

Input failure scenario = <carl, car2, ..., buildingl, building2, ..., traffic-sign1, ...>
Output simplified scenario = <car1, car2, traffic-sign1>, inducing the same failure as the input.
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